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1 Introduction

We start our discussion with the following classical problem in cryptography. Suppose a
sender wants to send the output of a random message M with alphabet M = {0,1,...,p—1}
to a receiver. The sender can send information via a “public” channel, whose output can
be accessed by the receiver as well as a wiretapper who tries to obtain some information
about M, or the sender can send information via a “secure” channel, whose output can be
accessed only by the receiver. The usual way to protect M from the wiretapper is that the
sender generates a “secret key” K independent of the source M according to the uniform
distribution over M. Let m be the outcome of M, and let k be the outcome of K. Then
the sender sends the key k to the receiver via the secure channel, and sends m + k (mod
p) via the public channel. Upon receiving both k& and m + k, the receiver as the legal user
can recover m because m = (m + k) — k. On the other hand, the wiretapper cannot obtain
any information about m by knowing m + k alone because what he/she knows is a total
randomization of the message m.

The main idea in the above scheme is that the sender has to randomize the message
in order to protect it from the wiretapper, where in this case the alphabets of the random
key and of the information source have the same size (the two alphabets are the same).
Shannon showed in [12] that this protocol is optimal in the sense of minimizing the size of
the random key. This result, known as the perfect secrecy theorem, has been generalized to
the imperfect secrecy theorem by Yeung [13] (p. 116).

In the above scheme, if another wiretapper observes k but cannot observe m + k, he/she
again cannot obtain any information about M. Thus the only thing we have to do for
security is to make sure that an illegal user cannot obtain the outputs of both the public
and the secure channels. This observation tells us that there is actually no logical difference
between the public channel and the secure channel. This is the simplest example of a
communication system over a wiretap network (CSWN) which will be studied in this paper.

In the next section, we present our model of a CSWN and define a secure network code,

which in our terminology is called an admissible code. In Section 3, we construct a class



of linear codes based on the work of Li et al. [9] on linear network coding. In Section 4,
we present a sufficient condition for the construction in Section 3 to be admissible. The
proof of the sufficiency of this condition is deferred to Section 7. In Section 5, we prove
the optimality of our construction in Section 3 for the special case that the wiretapper may
choose to access any subset of channels of a fixed size. Two simple examples are given in
Section 6 to illustrate the results. In Section 8, we extend our results to the scenario when
the wiretapper is allowed to obtain a controlled amount of information about the message.

The paper is concluded in Section 9.

2 Communication System on a Wiretap Network

In this section, we first present our model of a communication system on a wiretap network
(CSWN), which subsumes the secret sharing model proposed independently by Blakley [2]
and Shamir [11] (see also Ozarow and Wyner’s wire-tap channel II [10], a special case of
secret sharing). Then we will define a code for a CSWN.

A CSWN consists of the following components:

1) Directed multigraph G: The pair G = (V, £) is called a directed multigraph!, where V
and & are the node set and the edge set of G, respectively. In our model, we assume that G
is acyclic, i.e., it does not contain a directed cycle.

2) Source node s: The node set V contains a node s, called the source node, where a
random message M taking values in an alphabet M is generated.

3) Set of user nodes U: A user node is a node in V which is fully accessed by a legal
user who is required to receive the random message M with zero error. There is generally
more than one user node in a network. The set of user nodes is denoted by U.

4) Collection of sets of wiretap edges A: A is a collection of subsets of the edge set £.
Each member of A may be fully accessed by a wiretapper, but no wiretapper may access

more than one member of A.

In a multigraph, there can be more than one edge from one node to another node.



We refer to the quadruple (G, s, U, A) as a CSWN. We also refer to the multigraph G
as a network and the edges in £ as channels. The random message M is generated at the
source node s according to an arbitrary distribution on an alphabet M, called the message
set. On each channel in £, an index taken from an alphabet F, called the transmission
alphabet, can be transmitted. We are interested in the maximum value of | M| for which
the message M can be multicast from the source node s to the set of user nodes ¢ while
being protected from wiretappers who can access any set of channels in A.

The current work is a generalization of the work by Ahlswede et al. [1] and Li et al.
[9] on network coding. In the paradigm of network coding, the nodes in a communication
network are allowed to encode the information received from the input links before it is
transmitted on the output links. The advantage of network coding is that it can utilize the
full capacity of a network for multicasting information.

In the model we study in the current paper, in the absence of a wiretapper, i.e., A =0,
a CSWN is reduced to the model studied in [1] and [9]. It was proved in [1] that information
can be multicast from the source node s to all the user nodes in U at rate 7 if and only if the
value of a maximum flow from s to each user node is at least 7 in the graph G. In general,
information can be multicast from the source node to the user nodes at a higher rate with
network coding than without network coding when there are at least two user nodes (see
the example in [1]). Subsequently, it was proved in [9] by an explicit construction that this
can be achieved by linear network codes. For a comprehensive treatment of network coding,
we refer the reader to [14].

As we have discussed earlier, it is necessary to randomize the message in order to protect
it from the wiretappers. This can be explained as follows. If there is no randomness in the
network, the index transmitted on any channel is a function of the message M and hence
is not independent of M unless the index takes a constant value. If this is the case, the
channel becomes degenerate as it cannot transmit any useful information through.

Let K be an independent random variable, called the key, that takes values in an

alphabet K according to the uniform distribution. To facilitate our discussion, we denote the



sets of input and output channels of a given node a € V by In(a) and Out(a), respectively.
A code for a CSWN consists of a set of local encoding mappings {¢. : e € £} such that
for all e, ¢, is a function from M x K to F if e € Out(s), and is a function from FI™®)
to Fif e € Out(t) for t # s. For e € €, let Y, be the random symbol in F' transmitted on
channel e, i.e., the value of ¢.. For a subset B of £, denote (Y, : e € B) by Yp.

To complete the description of a code, we have to specify the order in which the channels
send the indices, called the encoding order. Since the graph G is acyclic, it defines a partial
order on the node set V. Then the nodes in V can be indexed in a way such that for two
nodes ¢ and t/, if there is a channel from node ¢ to node t/, then ¢t < #’. According to this
indexing, node ¢ sends indices in its output channels before node ¢’ if and only if ¢ < #'. The
order in which the channels within the set of output channels of a node send the indices is
immaterial. The important point here is that whenever a channel sends an index, all the
indices necessary for encoding have already been received. A code defined as such induces a
function ®,, from M x K to F™®I for all user nodes u € U, where the value of ®,, denotes
the indices received by the user node w in its input channels.

A code {¢ : e € £} is admissible for a CSWN (G, s,U, A) if the following conditions are
satisfied:

1) For all user nodes v € U and all m,m’ € M with m # m/,
P, (m, k) # &,(m’, k')

for all k,k’ € K. This guarantees that any two messages are distinguishable at every user
node, and we refer to this as the decodable condition.
2)Forall Ac A
H(M|Ys) = H(M).

Here H(-|-) and H(-) denote conditional entropy and entropy, respectively. In other words,

M and Y4 are independent. This is referred to as the secure condition.
The model of a CSWN and the results in Sections 3 and 4 here have been presented as

a conference paper in [3].



3 A Class of Linear Codes for Communication Systems on a

Wiretap Network

In this section, we propose a class of linear codes for a CSWN. In defining a linear network
code, we let the transmission alphabet F' be a finite field GF(q), where ¢ is a sufficiently
large power of a prime. In other words, a symbol in GF(q) can be transmitted on each
channel in the network.

In the rest of the paper, we adopt the terminologies for linear network codes in [15].
In defining an n-dimensional linear network code on G, we let In(s) consist of n imaginary

channels terminating at the source node s.

Definition 1 (Global description of a linear Network code) An n-dimensional lin-
ear network code on G = (V,&) consists of a column n-vector f. for every channel e €

E UIn(s) such that:
1. for e € Out(t), f. is a linear combination of £y, d € In(t).
2. f., e € In(s), form the standard basis of the vector space F™.

The vector f. is called the global encoding kernel for channel e.

We use (-) to denote the linear span of a set of vectors. For t € V, let
Vi=({f. : e € In(t)}).
For T'C V, let

Vi = ({UierVi}),

and for B € £, let
Ve = ({fe : e € B}).

For a node t € V where t # s, let maxflow(¢) denote the value of a maximum flow from the

source node s to node t.



The following existence theorem of a linear network code with the prescribed property
is due to Jaggi et al. [8], where they proposed a polynomial-time algorithm, known as the

Jaggi-Sanders algorithm, for constructing such a code.

Theorem 1 If maxflow(u) > n for all u € U, then there exists an n-dimensional linear

network code on G over GF(q) for g > |U| such that dim(V,,) = n for all u € U.
We now define a class of linear codes for a CSWN by the following construction.

Construction 1

1) Choose suitable positive integers n and r, where r < n. The message M is randomly
chosen from GF (") (gq) (not necessarily uniformly distributed), while the independent ran-
dom key K is distributed uniformly on GF"(q). Let the outcome m of M be a row vector
in GF")(g) and the outcome k of K be a row vector in GF"(q). Let X = (M, K).

2) Choose a suitable n-dimensional linear network code on G.

3) Encode the vector X by transmitting in each channel e the value X f..

We will show later how n, r and the linear network code can be chosen to make the

code admissible, i.e., decodable and secure.

4 Construction of Admissible Codes

In this section, we first present Theorem 2 which states that if a certain condition is satisfied,
then it is possible to obtain an admissible code by Construction 1. The proof of this theorem
is deferred to Section 7. The sufficient condition in Theorem 2 depends on a linear network
code satisfying certain properties whose existence is hard to verify. Nevertheless, a more

explicit sufficient condition will be obtained.

Theorem 2 There exists an admissible code on G over GF(q) for q > |A| by Construction 1
if there exists an n-dimensional linear network code over GF(q) such that for all user nodes
uelU,

dim(V,) = n, (1)



and for all wiretap sets of channels A € A,
dim(Vy) <r. (2)

In the directed graph G, a path is a sequence of channels eq,es,..., ¢ such that for
1 <i<1—1, there exists t; € V such that e; € In(¢;) and e;+1 € Out(t;). Two paths are
disjoint if they do not share a common channel (but they may share a common node). The
following theorem is similar to Theorem 2, condition therein depends only on the graph G

and the collection of wiretap channels A.

Theorem 3 Let G* = (V,E*), where E* C &€, be a subgraph of G satisfying the following:
i) For any u € U, there are n disjoint paths in G* from the source node s to the user
node u.
i1) For any A € A, there are at most r disjoint paths in E* from the source node s to
the channels in A € £*.
If such a subgraph G* exists, then there exists an admissible code on G over GF(q) by
Construction 1 for ¢ > max{|U|,|A|}.

This theorem is a simple consequence of Theorems 1 and 2 and the following lemma.

Lemma 1 For any A € A, let maxflow(A) denote the maximum number of disjoint paths
from the source node s to the channels in A. For any linear network code defined on G,

dim(V4) < maxflow(A).

Proof We label the channels in £ according to the encoding order, with the smallest label
being 1. By induction on the largest label [ among the channels in A, we will show that
there exist dim(V}y) disjoint paths from the source node s to the channels in A. The claim is
trivially true for I < Out(s). Assume the claim is true for all | < L —1 for some L > Out(s),

and we will prove that it is true for [ = L. Consider any A € A such that [ = L, and let

e1,e,...,eq be channels in A where d = dim(Vy), such that the labels of e1, es, ..., e4 are
in ascending order and f,,,f.,,...,f., form a maximal set of linearly independent vectors
in V4.



We can assume without loss of generality that the label of ey is equal to L, because
otherwise the claim follows immediately by applying the induction hypothesis to A’ =
{e1,e2,...,eq}. Let eq € Out(t). Since f,, is linearly independent of £, f.,,....f, ,, Vi ¢
(fe),fey, ..., fe, ;). Then there exists a channel e/, € V; such that f. ,f.,,... 7fed,17fefi are
linearly independent and all their labels are smaller than L. Let A” = {e1,ea,...,eq-1,€}}.
By the induction hypothesis, there exist d = dim(Vy4) disjoint paths from the source node s
to the channels in A”. Then by appending e; to the path from s to €/, we obtain a set of
dim(Vy) disjoint paths from the source node s to the channels in A. This proves the claim,

which implies that maxflow(A) > dim(V4). The lemma is proved. O

Proof of Theorem 3 Assume the existence of the subgraph G* as prescribed and let
q > max{|U|, |Al}. We will confine our discussion to G*. The condition i) in the theorem
implies that maxflow(u) > n for all u € U, and the condition ii) in the theorem implies
that maxflow(A) < r for all A € A. Since ¢ > |U|, by Theorem 1, there exists an n-
dimensional linear network code on G* such that dim(V,) = n for all u € Y. Now for this
network code, for any A € A, by Lemma 1, dim(Vy) < maxflow(A) < r. Since ¢ > |A|, by
invoking Theorem 2, we see the existence of an admissible code on G* by Construction 1.

The theorem is proved. 0O

5 Optimality of Construction 1

Consider the case that the collection A of wiretap sets consists of all the r-subsets of £ (A is
an r-subset of £ means that A C £ and |A| = r). In Theorem 3, let n = min, ey maxflow(u),
and let £* = &£, i.e., G* = G. Then the conditions i) and ii) are satisfied, and we obtain the

following corollary of the theorem.

Corollary 1 Let A consist of all the r-subsets of €, and let n = min, ey maxflow(u). Then

there exists an admissible code on G over GF(q) by Construction 1 for ¢ > max {|Z/l\, (|f|)} .

Now the code obtained by Construction 1 can transmit a message M consisting of n —r

symbols in GF(q) to all the user nodes u € U securely. To achieve this, a key consisting of



r symbols in GF(q) is used. In this section, we will establish the optimality of the code so
constructed by proving two fundamental performance bounds and then showing that the
tightness of these bounds are achievable.

Consider any admissible code on a CSWN. Let v € U be such that maxflow(u) = n
and (W, W¢) be a minimum cut between the source node s and node u. Denote the set of
channels on (W, W¢€) by Ew. Then |Ew| = n. Since the message M can be decoded at

node u and the symbols received at node u are functions of Yg,,, we have
H(M|Yg,,)=0. (3)

On the other hand, for any subset Z of Fy with cardinality r, since the code is secure, we
have

H(M]|Yz) = H(M). (4)

It follows that

H(M) = H(M|Yz) - H(M|Yg,)

I(M; Yg,\11Y7)

< HYg,\zl¥Y7)
< H(Yg,\1)
< (n—r)logg.

The tightness of this upper bound on H (M) is achievable by the code obtained by Construc-
tion 1 when M is distributed uniformly on GF(™~")(g). In other words, the code multicasts
the maximum possible amount of information to the user nodes securely.

In the rest of the section, we will prove that the code uses the minimum amount of
randomness to achieve the required security when the message M is distributed uniformly.
In establishing this result, we need a set of inequalities stated in the next lemma due to

Han [7] (see also [4], Theorem 17.6.3).

Lemma 2 For a subset a of N = {1,2,...,n}, let @ = N\« and denote (X;,i € a) by



Xo. FOTlSTSH, let

Then

Let u € U be any user node and consider any cut (W, W¢) between the source node s

and node u. Let |Ew| =n' > n. For any Z C Ew such that |Z| = r, consider
H(M) = H(M|Yg,)+IYg, ;M)
= I(Y; M) + I(Yg,\7; M|Y7) (6)

where the second and the third equalities follow from (3) and (4), respectively. Summing

over all Z, we have

("’)H(M) = 3 10y M)

n —1 1
<n’ o 1) [ > H(Yg,\1lY7)

nfr 1) A

( el )H(YEW>,

n—r—1

where the last inequality follows from Lemma 2. Hence,

H(YEW) >

Finally,

H(M)+ H(K)

I V]
o=
= =
= =
X

<

clic

v
=
-
=

v



where (9) follows from

H(Yg,, |M,K) =0, (10)

or Yg,, is a function of M and K. This implies

H(K) > H(M). (11)

This lower bound on H(K) applies to every cut between the source node s and any user

node u, in particular to a cut with size equal to n. Therefore, we conclude that

H(K) > —

H(M). (12)

n—r

The tightness of this lower bound on H(K) is achieved by the code obtained by Construc-
tion 1 when both M and K are uniformly distributed, i.e., H(M) = (n — r)logq and
H(K) = rlogq. Under this condition, the code uses the minimum amount of randomness

to achieve the required security. In Appendix A, we prove that
H(K)> H(Y7).

This lower bound on H(K) gives further insight into the problem.

We note that the inequality in (8) holds regardless of whether the message M and the
key K are independent. In fact, toward establishing (12), this assumption in Construction 1
has not been invoked. Hence, (12) is valid even when M and K are not independent.

In obtaining (9) in the above, we have used the fact Yp,, is a function of M and K.
Close examination of the steps in our proof reveals that K can be more generally interpreted
as the randomness introduced into the network at the “upstream” of the set of channels
Ew. When n’ > n, (11) is a looser lower bound on H(K) than (12). This means that
it is not necessary for all the randomness K to be generated at the source node s as in
Construction 1. As long as all the randomness K is generated at the “upstream” of any cut
of size n between the source node s and any user node wu, it is already good enough. This
observation would be useful if the source node s does not have enough resource to generate

all the required randomness.

11



Hence, we have proved that when the message is uniformly distributed, the code obtained
by Construction 1 is optimal in terms of both the amount information that can be multicast
in the network securely and the amount of randomness used for achieving the required

security.

6 Two Examples

In this section, we give two examples to illustrate our results.

Example 1 (Secret sharing) Consider the CSWN shown in Figure 1 with
U = {uy,uz,us}

and

A= {{(87 al)}v {(Sv ag)}, {(3’ a3)}}'

This CSWN represents the (1,2)-threshold secret sharing scheme.
Example 2 Consider the CSWN shown in the Figure 2 with
Z/{ = {ul, UQ}

and
A= {{(a1,u1)},{(az,u2)},{(ao,b)}}.

Then {(s,a1), (a1,u1)} and {(s,a2), (a2, ao0), (ap,b), (b,u1)} are two disjoint paths from the
source node s to user node uy, and {(s,a2), (ag,u2)} and {(s,a1), (a1, ap), (ag,b), (b,u2)} are
two disjoint paths from the source node s to user node us. Here £¥ = &£, and each A € A is
a subset of £*. Therefore, A C £* for all A € A.

It is clear that there is only one path from the source mode s to any set of wiretap
channels A (in fact in this case all the sets of wiretap channels contain only one channel).

Thus by Theorem 8, for a sufficiently large power q of a prime, an admissible code exists

form=2, k=1 andm=1.

12



For this example, ¢ = 3 is sufficiently large. In the following, we will work in the
finite field GF(3), and all operations are assumed to be in GF(3). Let M be a ternary
source taking values in GF(3). At the source node s, an independent random key K is also
generated according to the uniform distribution on GF(3). Denote the values taken by M
and K by mq and ki, respectively. The source node s sends mi — k1 and mq + k1 to nodes
a1 and as, respectively. Then node a1 sends mi — k1 to nodes ag and uy, and node ay sends
m1 + k1 to nodes ag and us. Node ag, upon receiving mi1 — k1 and my1 + k1, solves for kq
and sends it to node b. Finally, node b sends k1 to the two user nodes ui and us. It is easy
to check that such a code satisfies the decodable condition and the secure condition, and is

therefore admissible.

7 Proof of Theorem 2

Assume the existence of the n-dimensional linear network code as prescribed in the theorem.
Denote the code by C and let f.,e € £ be the global encoding kernels. For all A € A, let
dim(V4) = ra, and let {a;(A),a2(A), ...,a,,(A)} be a maximally independent set of

vectors in {f.,e € A}. Note that r4 <r by (2).

Lemma 3 Ifq > |A|, there exist column n-vectors by, ba, ..., by, such that for all A € A,
bi,ba,...,by_r,a1(A4),a2(A),...,a,,(A4)

are linearly independent.

Proof If suffices to show that for 1 <¢ <mn —r, if by, bg,...,b;_1 have been chosen such
that for all A € A,
bi,ba,...,bi_1,a1(A4),a2(4),...,a,,(A4) (13)

are linearly independent, then it is possible to choose b; such that for all A € A,

bl,bg, ey bi—lybia al(A),az(A), e ,arA(A) (14)

13



are linearly independent. Specifically, b; is chosen such that it is linearly independent of

the set of vectors in (13) for all A € A, i.e., we require that

b; € GFn(q)\ U <b1,b2, .. .,bi_l,al(A),ag(A), e ,aTA(A)>.
AeA

Thus we need to show that the set above is nonempty. Since the vectors in (13) are linearly

independent,
U <b1, bQ, e ,bifl, al(A), ag(A), ey arA(A)>
AcA
< Z ’<bl7 b27 L) bi—la al(A)7 aQ(A)a s aaTA(A)>|
AeA
— Z qTA+’£71
AecA
< Z q7'+i71
AcA
— |A’qr+ifl.
Therefore,

GF"(q)\ | (b1,bs,...,bi_1,a1(A),a2(A),...,a,,(A))
AeA

> qn _ ‘A‘qr—i-i—l

— qT‘fi‘i’l (qnfT*Fi’l _ ‘AD
> ¢ g A
> 0

since i <n —r and q > |A|. Hence, b; can be chosen for all 1 <i<n—r. O

Subsequent to [3], Feldman et al. [5] pointed out that the condition for by, b, ..., b,_,
in Lemma 3 is equivalent to a Hamming distance property of a certain type of codes. They
also derived a tradeoff between the size of the message set M and the size of the transmission
alphabet F. Specifically, they showed that it is sufficient to take ¢ > ]A]Tirl if we want to

send a message consisting of |n — r(1 + €)| instead of (n — r) g-ary symbols through the

14



network. We note that this tradeoff can readily be obtained by replacing ¢ < n — r and
q>|A| byi<n—r(l+e) and ¢"t! > | A|, respectively in the above proof.
Let by, bs,...,b,_, be chosen according to the above lemma. Extend by,bs,...,b,_,

to a basis by, ba,...,by_r,by_ri1,...,b, for GF"(q), and define the n x n matrix
Q=[bibs ... b,]. (15)

Evidently, @ is nonsingular.

Let 7 : GF™(q) — GF"(q) be the linear transformation represented by the matrix Q.
Now transform the linear network code C into another linear network code C’ with global
encoding kernels f/,e € £ by 7, i.e., fi = Q7'f, for all e € £. For u € U and A € A, the
vector spaces V, and Vy for the linear network code C become V,, = TV, and V} = TV,

for the linear network code C’, respectively. Since @ is invertible, by (1) and (2),
dim(V})) = dim(V,,) = n (16)

and

dim(V}) = dim(Vy) < 7. (17)

With the global encoding kernels f, e € £, we obtain a linear network code Cs for a
CSWN by Construction 1. It follows from (16) by a straightforward argument that Cs is
decodable because at each user node u € U, both m and k can be decoded with zero error.

To complete the proof, we only have to check that Cs is secure. For 1 < j < 1y, let
aj(A) = Q@ 'a;(A). Let Fs and Fy be n x r4 matrices whose jth columns are a;j(A4) and

a

;(A), respectively. Then

Fli=Q 'Fy. (18)

Let Y4 be the vector of symbols transmitted on the channels in the wiretap set A. Let y 4

be the value of Y4 when X = x, i.e.,

ya = xFj. (19)

15



In other words, upon observing y 4, the knowledge of the wiretapper is that x is a solution

of the above equation. For a row r4-vector y € GF"4(q), let
Cly) = {x: x € GF™(g), y = xF)}. (20)

Then the solution set of (19) is given by C(y4), which is seen to be a coset of the null space
C(0) under the linear transformation represented by F’. Therefore, GF"(q) is partitioned
into {C(y) : y € GF™(q)}-

For m € GF"7)(g), let

D(m) = {(m, k) : k € GF"(q)}.
We now show that for all m € GF("~")(q) and y € GF"4(q),
[D(m) N C(y)| =4 ", (21)
which does not depend on m. Let
Ga=[ere - ey y Fy |,

where e; is the column n-vector whose jth component is 1 and all other components are 0.
If follows from the definition of D(m) and C(y) that if a vector x is in their intersection,

then

xGag=[my]. (22)

Therefore, by (15) and (18), we have
QGA = [ b1 bQ o ~bn_7~ al(A) ag(A) ce arA(A) ]

By construction, the columns of QG4 are linearly independent, so that rank(QG4) =
n—r+r4. Since @ is nonsingular, rank(G4) = rank(QG4) = n—r+r4. It follows that for
any (m,y) € GF(~"+74)(¢), the solution set of (22) is nonempty and is an affine subspace

with cardinality
n

q

T—7A
n—r4r '
q +ra

=q
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This proves (21). In other words, for each y € GF"4(q) observed by the wiretapper, every
message m € GF(™~7)(q) is possible, and for each m, the total number of keys k € GF"(q)
that can produce y is equal to ¢"~"4.

For all A€ A, y € GF"4(q), and m € GF™7")(q) with Pr{M = m} > 0,

Pr{Vy=y|M =m} = Pr{(m,K) € D(m)NC(y)|M =m}

= Pr{(m,K) e D(m)nC(y)},

because for any fixed m, Y4 = y if and only if (m, K) € D(m)NC(y), and K is independent
of M. Since K is uniformly distributed, by (21), we obtain

Pr{Ya=y/M =m} =q "¢ =q "4,

which does not depend on m. Hence, Y, is independent of M, and so the linear network
code Cs we have constructed by Construction 1 is secure.

We end this section with a remark. Since G4 has full rank, each column of F’; cannot
be a linear combination of ej,es,...,e,_,, or equivalently, the lower r components cannot
be all zero. In other words, the key K is involved in each of the symbols transmitted on the
channels of a wiretap set. In fact, if F’; contains a column such that the lower r components
are all zero, then the wiretapper receives a symbol which is a known linear combination of

the symbols in the message M, making the code not secure.

8 Imperfect Secrecy

In this section, we extend our results in the previous sections for the special case that the
collection A of wiretap sets consists of all the r-subsets of £ by allowing the wiretapper
to obtain a controlled amount of information about the message. Specifically, the secure

condition is replaced by the condition that for all A € A,

I(M;Yy) < ilogg, (23)

17



where ¢ is a fixed integer satisfying 0 < i < r. We will refer to this as the imperfectly secure
condition. The integer ¢ specifies how much information can be leaked to the wiretapper.
When ¢ = 0, the imperfectly secure condition reduces to the secure condition.

We first show that under the imperfectly secure condition, the message M can consist
of at most (n — r + i) g-ary symbols. Consider any code on a CSWN satisfying both
the decodable condition and the imperfectly secure condition. Let u € U be such that

maxflow(u) = n and (W, W¢) be a minimum cut between the source node s and node w.

Consider
H(M) = I(Y5; M)+ I(Yg,\1; M|Y7) (24)
< I(Y;; M)+ H(Yg,\1) (25)
< (n—r+1i)logg, (26)

where (24) follows from (6), and (26) follows from (23) and |Ew\Z| = n — r, proving the
claim. Note that (25) is equivalent to the imperfect secrecy theorem in [13] (p. 116).

Next, we show that tightness in (26) can be achieved by an “imperfectly secure” code
obtained via Construction 1. In Construction 1, let K = (M*, K'), where M* is chosen
randomly from GF(q), and K’ is independent of (M, M*) and distributed uniformly on
GF"™%(q). The input pair (M, K) in Construction 1 now becomes the triple (M, M*, K'),
where M’ = (M, M*) is regarded as the message of our imperfectly secure code which
consists of (n — r + i) g-ary symbols, and K’ is regarded as the key of the code which
consists of (r — i) g-ary symbols. Since the code obtained by Construction 1 is secure when
the input pair is (M, K), we have

I(M;Y4) =0
for all A € A. Thus
I(M';Ya) = I(M;Ya) + I(M*; Ya|M) < H(M") = ilogg,

i.e., the imperfectly secure condition is satisfied by the code we have constructed. Evidently,
node u can decode the message M’ = (M, M*) because in the code obtained by Construc-

tion 1, the pair (M, K) can be recovered. Hence, we have obtained a code that multicasts
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the maximum possible amount of information while satisfying the imperfect secure condition
with the prescribed 1.

Finally, we prove that the imperfectly secure code we have constructed above uses the
minimum amount of randomness to achieve the required level of security when the message
M’ is uniformly distributed. The proof is a generalization of the corresponding proof in
Section 4, so we only present the sketch here. Let u € U be such that maxflow(u) = n and
(W, W€) be a minimum cut between the source node s and node u. For any Z C Ey such

that |Z| = r, by (6) and (23) with M replaced by M’, we have
H(M') <ilogq+ I(Yg,\7; M'|Y7).
Summing over all 7, we have

(Z)H(M’) < (f)z’logw <n’1: 1>H(YEW>,

which implies

H (Vi) > ——(H(M') = ilogq).
It follows that
HM')+ H(K') > H(Yg,)
> T (HQM) —ilogg),
or
H(K') > ——H(M') - ——(ilogq).

When the message M’ is uniformly distributed, H(M') = (n — r 4+ i) logq and H(K') =
(r—1)logq, and it can readily be checked that the inequality above is tight. This completes
the proof.

9 Conclusion

In this paper, we have introduced the communication system on a wiretap network (CSWN)

as a model for multicasting on a network with information-theoretic security. Our model
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subsumes secret sharing in classical cryptography. We have proposed a construction of a
secure linear network code for a CSWN. The optimality of our construction is proved for
the special case that the wiretapper may choose to access any subset of channels of a fixed
size. Moreover, we have extended this construction to the scenario when the wiretapper is
allowed to obtain a controlled amount of information about the message. This extended

construction is also shown to be optimal.

A A Lower Bound on H(K)

Assume that the collection A of wiretap sets consists of all the r-subsets of £. Let u € U
be any user node and consider any cut (W, W¢) between the source node s and node u. Let

|Ew| =n' > n. We will prove that
H(K) > H(Yz). (27)
for any Z C Eyw such that |Z] = r. Consider
H(Yz|M, K) < H(YEy, |M,K) =0,

which implies

H(Y7|M,K) = 0.

Together with
H(Yz) = H(Y7|M)

from the security condition, we have
H(Yz) = H(Yz|M) - H(Y7|M, K)
= I(Yz; K|M)
< H(K|M)
= H(K)a
proving (27).
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Figure 1: A CSWN representing the (1, 2)-threshold secret sharing scheme.

Figure 2: An example of an admissible code for a CSWN.
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